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Risks in Network

Four major stages are involved in the setting up of a VPN; planning and organization, acquisition and implementation, delivery and support and finally monitor and evaluation stage.  Each stage has a fair share of risk areas; this is according to COBIT 4.1 references. The following article shall discuss four risk areas in across the four stages.

1. Inadequate assessment of VPN requirements and the estimation of costs involved in setting up and maintaining it at the planning and organization stage.

The VPN requirements need to be defined, and the number of users who are going to be accessing it must be known. This medium will enable the IT expert responsible for setting it up to know if everybody will access the system or it requires restrictions to put in place. It is unique since every project has different requirements. In the case of our project, the system needs to in co-operating on sight desktops and laptops that are on the field. It does not need to have a large capacity server since the number of users accessing it is minimal and the system is not likely to experience congestion. 20 laptops and ten desktops can be linked via online cloud servers easily (Mulcahy, 2003). 
This risk was identified using COBIT 4.1 references. This risk is similar to the improper configuration, and use of the incorrect configuration of hardware since the poor assessment of VPN requirements may lead to the purchase of wrong equipment that may, in turn, be incompatible with VPN framework that is being set up.

Proper planning and research should be adopted, including knowledgeable personnel and follow a project planning framework in the planning process.

2. Improperly configured of hardware and use of VPN at the acquisition and implementation stage.

If the VPN network was not properly set, there stands a chance of the entire system failing at the implementation stage when it is supposed to be working. For example, the setup of the routers for the ten desktops should be in such a way that they do not create a traffic congestion when they are all using and sharing the available resources. The laptops should also be able to access the company’s network via the internet smoothly. The desktops may not be Wi-Fi receptive, but the implemented system uses Wi-Fi signal to link up the desktops. This would become an immediate problem during the implementation stage (Mulcahy, 2003). 
This risk was identified using the COBIT 4.1 references. This risk is also closely related and overlaps with the wrong assessment of VPN requirements risk since the purchased hardware affects the implementation stage due to compatibility issues.
To curb this risk, one needs to initiate proper communication between the implementing and planning teams so as to avoid conflict of discussion that may lead to compatibility issues between the purchased hardware and the VPN infrastructure.

3. Assignment of ineffective privileges for authorized users and misuse of access by trusted users in the delivery and support stage.
This risk arises when the system fails or due to user negligence. Some users may give out their user passwords to other r people who will in turn login and interact with material that they do not have clearance. Unfortunately, this type of risk cannot be adequately mitigated due to the simple fact that most systems are prone to failures and that some users may knowingly or unknowingly give out their login credential. The system will not have a clear way of distinguishing valid users since it only allows users who access it with a correct password (Liu, 2000). 
This risk was identified using the COBIT 4.1 references. This risk is also closely related and overlaps with the improper monitoring and management of fault logs since the assignment of ineffective privileges needs proper surveillance systems in place that will be able to detect the problem in time.

To solve this problem, there needs to be the use of properly functional access control matrices (ACMs) to document user rights and limit remote access rights so as to control people who access the network illegally.
4. Improper monitoring and management of fault logs in the monitor and evaluate stage.

Errors can arise anywhere in the system, if monitoring and administration system have not been put in place then there is a risk that this error will go unnoticed undocumented for purposes of future reference.

This risk was identified using the COBIT 4.1 references. This risk is also closely related and overlaps with the ineffective privileges risk since the assignment of weak rights needs proper monitoring systems in place that will be able to detect the problem in time (Chen, Wang, Brook & Garvey, 2000). 
To deter this risk, one needs to monitor and manage the error-detecting procedures systems properly. Put a system that is capable of documenting the error and if possible trace the cause of the mistakes (Mulcahy, 2003). 
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